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Decision/action requested

Approval to add the following content to section 6
2
References

None
3
Rationale

The following proposal adds text to Section 6 -  Impacted NextGen areas.  We detail the areas in which asymmetric and symmetric cryptography are used in the 5G architecture.   We discuss how an attacker might exploit a weak cryptographic algorithm (for example one which is weakened by a quantum computer) and the consequences of this.

We do not discuss the relative weaknesses of different cryptographic algorithms when faced with a quantum computer as this is addressed in Section 4 of this TR.
Several sections of this proposal will require updating as 5G Phase 2 develops.  Where we are aware of potential cryptographic changes and additions we include placeholders with an Editor’s Note.

4
Detailed proposal

***** Start of first change *****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

 [1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[A]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF) " 
[B]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security" 
 
[C]
3GPP TS 33.501: "Security architecture and procedures for 5G system"

[D]
3GPP TR 33.834 v0.4.0: "Study of Long Term Key Update Procedure"
[E]
IETF RFC 7165: "Use Cases and Requirements for JSON Object Signing and Encryption (JOSE) "

[F]
IETF RFC 7515: "JSON Web Signature (JWS)"
[G]
IETF RFC 7516: "JSON Web Encryption (JWE)"
[H]
IETF RFC 7517: "JSON Web Key (JWK)"
[I]
IETF RFC 7518: "JSON Web Algorithms (JWA)"
[J]
IETF RFC 7519: "JSON Web Tokens (JWT)"
[K]
3GPP TS 33.117: "Catalogue of general security assurance requirements"
***** End of first change *****

***** Start of second change *****
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].


AKA
Authentication and Key Agreement
CK
Ciphering Key
DHE
Diffie-Hellman Ephemeral
EAP
Extensible Authentication Protocol
ECDHE
Elliptic Curve Diffie-Hellman Ephemeral
ECIES
Elliptic Curve Integrated Encryption Scheme
HN
Home Network
IKEv2
Internet Key Exchange version 2
IPX
IP Exchange
JSON
JavaScript Object Notation
KDF
Key Derivation Function
NAS
Non Access Stratum
NDS
Network Domain Security
OTA
Over The Air
RES
RESponse
RRC
Radio Resource Control
SBA
Service Based Architecture
SEAF
Security Anchor Function
SEPP
Security Edge Protection Proxy
SUCI
SUbscription Concealed Identifier

SUPI
SUbscription Permanent Identifier
TLS
Transport Layer Security
UE
User Equipment
***** End of second change *****
***** Start of third change *****

6
Impacted NextGen areas

Editor's Note: This section will contain text on the impacted areas of NextGen that may be impacted by advances in quantum computing.
6.1 Impacted use of asymmetric cryptography
6.1.1 TLS for service based interfaces

All network functions in the 5G architecture shall support TLS, following the profile given in Annex E of TS 33.310 [A].  On the N32 interface it is recommended to use TLS between the SEPP and the next-hop IPX entity and where there are no IPX entities between two SEPPs TLS shall be used between them.  All mandatory and recommended TLS cipher suites use ECDHE or DHE for key agreement.  RSA may also be used as a key agreement algorithm.  An attacker with access to the network interfaces where these TLS cipher suites are used may be able to collect these communications and decrypt them.  This decryption would not need to take place in real time.
All TLS cipher suites which are authenticated by a digital signature algorithm also rely on asymmetric cryptography.  An attacker could sign communications as if they were a genuine network function and may be able to inject false messages into a network.  Only pre-shared key cipher suites are free from this additional risk.
6.1.2 NDS/IP for non-service based interfaces
Interfaces based on DIAMETER or GTP are protected using NDS/IP as specified in TS 33.210 [B].  When confidentiality protection is required, IKEv2 is used to establish a shared secret.  The cryptographic algorithm for this is Diffie-Hellmann.  Whenever IKEv2 certificate based authentication is used the same injection attack described for TLS in 6.1.1 applies.
6.1.3 SUPI protection

In 5G AKA the UE generates a SUCI using a protection scheme based on a home network public key.  If the public key encryption scheme used were broken a user could be deanonymized.  In the case of ECIES, as specified in Annex C of TS 33.501 [C], the private key could be calculated for a given HN public key in advance of a connection, allowing immediate calculation of the SUPI encryption key when the UE public key is seen.   In this case, the encryption scheme would offer no privacy protection for the subscriber.
6.1.4 OAuth in SBA

In SBA the OAuth 2.0 framework is used for Network Function authorization.  The observations on TLS in 6.1.1 apply to the OAuth framework, as credentials and access tokens should be sent between entities under TLS.
In addition, there may be other uses of cryptography, for example if the system uses self-encoded access tokens created using JSON Web Tokens [J], which use JSON Web Signatures.  If this was broken, an attacker could request resources from a compromised network node that that node should not be authorized to consume.
6.1.5 N32 interface security

It is desired to have an application layer fine-grained security protocol on the N32 connection between networks (and IPXs). Initial discussion has highlighted JOSE (Javascript Object Signing and Encryption) as an appropriate protocol [E], with further details in [F], [G], [H], [I]. The algorithms chosen are implementation specific, but all asymmetric algorithms are RSA, or Diffie-Hellman over a field or curve.
6.1.6 Network product software package integrity

TS 33.117 [K] sets out the requirement that network product shall support software package integrity validation via cryptographic means, e.g. digital signature.  An attacker could calculate an authorized software source’s private key from their public key and use this to sign a malicious software package to be delivered to devices.
6.1.7 EAP TLS

Private networks using the 5G system may use EAP TLS for authentication and key agreement, as specified in Annex B of [C].  EAP TLS uses public key algorithms for key agreement.  An attacker could decrypt communications sent under keys derived from the calculated pre master secret and non-confidential values such as the client and server random.  They could also perform injection attacks as described for TLS in 6.1.1.
6.1.8 LTKUP

Editor's Note: It is FFS whether the Long Term Key Update Procedure (LTKUP) will be impacted by advances in quantum computing.  This will depend on the outcome of TR 33.834 [D].  If a certificate based or Diffie-Hellman based solution is selected, then the impact of a quantum computer should be considered here.
6.1.9 Ephemeral key agreement in primary authentication

Editor's Note: If an ephemeral Diffie-Hellman exchange is added to primary authentication for 5G Phase 2 this will be impacted by advances in quantum computing.  This section is FFS if such an adoption happens.
6.2 Impacted use of symmetric cryptography

6.2.1 Ciphering algorithms
128-NEA1, 128-NEA2 and 128-NEA3 use 128-bit keys KUPenc, KRRCenc and KNASenc for User Plane, RRC signalling and NAS signalling encryption respectively.  If these algorithms were broken, an attacker could recover the relevant key and decrypt any data encrypted under that stream until the key was updated.
A more resource intensive attack could recover a subscriber’s long-term key.  This would require an attacker to know or guess parameters related to both the home and serving network, to model the key derivation algorithm (e.g. Milenage) and the inputs to the KDF in the key hierarchy.  It would also require a quantum circuit modelling the entire key derivation hierarchy.  The complexity of this circuit is not well understood at this time.  An attacker doing this would be able to decrypt all traffic belonging to that subscriber which was not encrypted at the application layer.  Recovery of the subscriber’s long-term key would also allow the attacker to pose as the subscriber to the network.
6.2.2 Integrity algorithms

128-NIA1, 128-NIA2 and 128-NIA3 use 128-bit keys KUPint, KRRCint and KNASint for User Plane, RRC signalling and NAS signalling integrity protection.  If these algorithms were broken an attacker may be able to recover one of these keys from the MAC-I or NAS-MAC.  In the current 5G system the MAC-I and NAS-MAC are 32 bits long meaning that, with a classical attack, at least four messages would be required to recover the key.
Editor's Note: It is for further study how many protected messages would be required to recover the key with a quantum attack in this scenario.
In this scenario an attacker would be required to recover the integrity protection key quickly enough to use it before a key refresh took place.  Having done this the recovered key could be used to verify the integrity of a spoofed message.  If an attacker wanted to send an arbitrary message they may also need to have recovered the corresponding encryption key.
6.2.3 Authentication and key agreement

During 5G AKA and EAP-AKA(, RES* is sent from the UE to the SEAF in the serving network.  An attacker could recover the subscriber’s long term key from RES*, using a quantum circuit modelling the key derivation hierarchy.  As for the attack described in 6.2.1, the complexity of this circuit is not well understood at this time. 
6.2.4 OTA mechanism

Editor's Note: It is FFS how the OTA mechanism is affected by advances in quantum computing.
6.3 Impacted use of hash functions
6.3.1 Key derivation function
Editor's Note: It is FFS how the key derivation function is affected by advances in quantum computing.
***** End of third change *****

